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1
Decision/action requested

SA3 is kindly asked to approve the new key issue for TR 33.855 proposed below.
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Rationale

The N32 part of TR 33.855 is currently missing out on
4
Detailed proposal
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4.2.x
Key Issue #X: Modifications by authorized intermediaries on N32
4.2.x.1
Issue description
Mobile network operators transfer signalling data via the IPX network with the help of third parties (i.e. IPX providers) offering services that, for example, alleviate interoperability issues or mitigate common fraud scenarios. According to GSMA DESS [xx], to allow for such value-added services, IPX providers require access to certain message contents on N32.
4.2.x.2
Threat description
If the N32 security solution does not allow for modifications by authorized intermediaries, operators will not be able to make use of mediation and security services offered by IPX providers. 
Furthermore, if operators depend on certain services offered by their IPX providers, not allowing for authorized modifications might provide an incentive for not enabling security on the N32 interface at all.
4.2.x.3
Potential security requirements
The N32 security solution shall allow for authentication and authorization of intermediaries.
The N32 security solution shall allow modifications by authorized intermediaries.

The N32 security solution shall protect information elements on a per-field basis.

The N32 security solution shall allow mobile network operators to control what IEs may or may not be modified by authorized intermediaries.
The N32 security solution shall allow mobile network operators to identify how IEs were modified by authorized intermediaries.

The N32 security solution shall allow mobile network operators to revoke the permission to modify messages in transit.
*** END OF CHANGES ***
